TRUONG PAI HOC MO THANH PHO HO CHI MINH

Théng tin tong quat

KHOA CONG NGHE THONG TIN

PE CUONG MON HQC

l.
1. Tén mdn hoc tiéng Viét: MANG MAY TINH NANG CAO
2. Tén mén hoc tiéng Anh: ADVANCED COMPUTER NETWORKS
3. Thudc khdi kién thirc/k§ ning
Gi4o dyc dai cuong Kién thtrc chuyén nganh
Kién thuc co s Kién thuc b tro
Kién thirc nganh D6 an/Khoa luan tot nghiép
4. Sb tin chi:03
Tong s6 Ly thuyét Thyc hanh Tu hoc
03 02 01 05
5. Phu trach mén hoc
a) Khoa: Cong nghé thong tin
b)  Giang vién:

c) Dia chi email lién hé:

d) Phong lam viéc:

Théng tin vé mén hoc

1. Mo ta mon hoc

Mobn hoc nay cung cap cho sinh vién céc kién thitc vé qua trinh truyén thong tin trén

mang, nguyén 1y van hanh cta cac thiét bi ndi mang, nguyén Iy hoat dong va ciu tric cac giao
thirc co ban trong ho giao thirc TCP/IP, cac khai ni¢m co ban vé an ninh mang va thuc hién

duoc viéc cai dat cac dich vu ha tang mang.

Kién thirc mon nay 1a co s¢ dé sinh vién hoc cac hoc phan khac trong chuyén nganh

mang

2. Mbn hoc diéu kién

STT Mén hoc diéu kién Ma mo6n hoc
1. | Mon tién quyét
Khéng
2. | Mon hoc trudc
Mang may tinh ITEC2503
3. | Mon hoc song hanh
Khéng

3. Muc ti€u moén hoc

Sinh vién hoc xong mén hoc c6 kha nang:
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Muc tiéu
mon hoc

Mo ta

CDR CTDT phan bb cho mén
hoc

Co1

Hiéu sy lién quan gita mot qué trinh
truyén thong tin trén mang véi mé hinh
OSI va md hinh TCP/IP.

Hiéu nguyén 1y van hanh cua céc thiét bi
két ndi mang nhu: Reapeater, Hub, Access
CLOint, Bridge, Switch, Router...va cach
thire thiét ké so d6 mang.

Hiéu nguyén 1y hoat dong va cau trac ctia
cac giao thic co ban, phd bién trong céc
giao thitc TCP/IP nhu: Ethernet/Fast
Ethernet/Gigabit Ethernet; IP, IPSec,
ARP, ICMP, RIP, OSPF, TCP/UDP;
DHCP, DNS, SMTP, HTTP, FTP,
TELNET, SNMP...

Hiéu 5 cac kién thirc nang cao trong linh
vuc mang may tinh va truyén thong

Hiéu cac khai niém co ban trong linh vuc
an ninh mang: Firewall, Proxy, Packet
Filter, CA, Virus...

PLO05.5,PLO05.7

CO2

Co kha nang cai dat cac dich vu co sé ha
tﬁng mang nhu: DHCP, IPSec, Routing,
VPN, NAT, DNS, Mail, Web, FTP,
Telnet, Packet Filter....

Van dung duoc kién thuc va k¥ nang vé hé
thdng mang may tinh va dich vy mang vao
thuc té.

Thiét ké duoc hé thong mang véi quy mo
vira va nho.

Td chirc va trién khai duoc cac dich vu
mang cho cac hé thong thong tin tmg dung
trong thyec tién.

PLOO05.5,PLO05.7

CO3

C6 kha nang tu hoc, tu tham khao tai liéu
C6 tinh than lam viéc nghiém tic, trung
thuec.

C6 kha ning giai quyét van dé doc lap.
Rén luyén duoc thai do, kién nhan, dam
mé thyc nghiém, c6 kha nang nghién ctru
nang cao trong vi¢c trién khai, xay dung,
véan hanh hé théng mang thong tin.

PLO13.1, PLO13.2,
PLO13.3

4.  Chuan dau ra (CDR) mén hoc

Hoc xong mdn hoc nay, sinh vién lam duoc (dat duoc):
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Muc tiéu mon hoc CDBR mon hoc

Mo ta CDR

CLO1l.1

Co1

Hiéu sy lién quan gitra mot qua trinh truyén thong
tin trén mang v&i mo hinh OSI va mé hinh TCP/IP.
Hiéu nguyén 1y van hanh cua cac thiét bi két nbi
mang nhu: Reapeater, Hub, Access CLOint,
Bridge, Switch, Router...va céach thuc thiét ké so
dd mang.

Hiéu nguyén 1y hoat dong va cu trac cia cac giao
thirc co ban, phd bién trong céac giao thirc TCP/IP
nhu: Ethernet/Fast Ethernet/Gigabit Ethernet; IP,
IPSec, ARP, ICMP, RIP, OSPF, TCP/UDP;
DHCP, DNS, SMTP, HTTP, FTP, TELNET,
SNMP...

CLO1.2

Hiéu rd cac kién thirc ning cao trong linh vuc
mang may tinh va truyén thong

Hiéu cac khai niém co ban trong linh vuc an ninh
mang: Firewall, Proxy, Packet Filter, CA, Virus...

CLO2.1

C6 kha ning cai dat cac dich vu co so ha tang mang
nhu: DHCP, IPSec, Routing, VPN, NAT, DNS,
Mail, Web, FTP, Telnet, Packet Filter....

CO2
CLO2.2

Van dung dugc kién thic va k§ nang vé hé thong
mang may tinh va dich vy mang vao thuc té.
Thiét ké duoc hé thdng mang véi quy md vira va
nhd.

T6 chue va trién khai dugc cac dich vu mang cho
cac hé théng thong tin tng dung trong thuc tién.

COo3 CLO3.1

C6 kha nang tu hoc, tu tham khéo tai lidu

Co tinh than lam viéc nghiém tuc, trung thyec.
C6 kha nang giai quyét van dé doc lap.

C6 kha nang trién khai, xay dung, , van hanh hé
thong mang thong tin.

Ma tran tich hop gitta chuan dau ra ciia moén hoc va chuan dau ra cua chuong trinh dao

tao
CLOs PLO5.5 | PLO5.7 | PLO13.1 | PLO13.2 | PLO13.3
CLO11 3
CLO12 3 3
CLO21 4 4
CLO 22 3 4
CLO 31 2 3 3

1: Khong dap vng
2: It dap img
3: Pap ung trung binh

4: Padp ing nhiéu
5: Ddp iing rat nhiéu
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5.  Hoc liéu
a) Gido trinh
[1]. James F. Kurose, Keith W. Ross, Computer Networking: A Top-Down Approach,
Pearson, 2017
[2]. Richard Deal, CCNA Cisco Certified Network Associate Routing and Switching
Study Guide (Exams 200-120, ICND1, & ICND2), with Boson NetSim, Limited Edition,
2015
b)  Tailiéu tham khao (liét ké t6i da 3 tai liéu tham khao)
[3]. Peterson/Davie, Computer Networks: A System Approach, Burlington,
Massachusetts : Morgan Kaufmann, Elsevier, 2012.
[4]. Todd Lammle, CCNA Routing and Switching Study Guide: Exams 100-101, 200-
101, and 200-120, Sybex, 2013.
c) Phin mém
Microsoft Windows Server, Linux server & client
Microsoft Windows 7, Windows 8, Windows 10
Firewall software, Monitoring software
6. Danh gid mon hoc

Thanh phan danh gia Bai d4nh gia Thoi diém CDR mon hoc Ty 1& %
(1) ) ©) (4)
Gitra ki CLO1.1,CLO 1.2,
Al. Panh gia qua | All CLO2.1,CLO 2.2, 50%
trinh CLO 3.1
Téng cong 50%
A2.1 Cubi ki CLO1.1,CLO 50%
A2. Panh gi4 cudi 1.2, CLO2.1,CLO
ky 2.2,CLO3.1
Tong cong 50%
Tong cong 100%

7. Rubrics danh gia mén hoc

a) Rubrics danh gia giira ky (ti trong 50%)

. ’ Trung ,
Tiéu chi danh gia CLO | Trong so Gioi Kha - Yéu
in
Kiém tra thuwe hanh trén may 100%
(3 cau)

Cai dat cac dich vu co so
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about:blank
about:blank
about:blank
about:blank

ha tﬁng nhu DHCP,
IPSec, Routing, VPN,
NAT, DNS, Mail, FTP,

Packet Filter...
1.2 20% 1-1.75 1 <1
2.1 60% 4-6 2-4 <2
2.2 20% 1-2 0.75-1 <0.75
b) Rubrics danh gia cudi ky (ti trong 50%)
; Trung i
Tiéu chi danh gia CLO | Trong s Gioi Kha binh Yeu
Tw luan 100%
Hiéu nguyén 1y hoat dong | 1.1 60% 6 4.5-6.5 2-4 <2
va cau tric cla cac giao 1.2
thirc co ban, pho bién
trong cac giao thurc
TCP/IP nhu: Ethernet/Fast
Ethernet/Gigabit Ethernet;
IP, IPSec, ARP, ICMP,
RIP, TCP/UDP; DHCP,
DNS, SMTP, HTTP, FTP,
TELNET, SNMP
C6 kha nang cai dat cac 2.1 40% 4 2,5-4 15-25 <15
dich vy ha ting mang nhu: | 2.2
DHCP, IPSec, Routing, 3.1

VPN, NAT, DNS, Mail,
Web, FTP
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8. K& hoach giang day
Tudn/bud CbR Bai Tai liéu chinh
. No6i dung moén Hoat dong day va hoc danh va tai li€u
1 hoc ., .
hoc gia tham khao
1) (2) 3) Tu hoc Truc tiép TI'l_I? tuyén (5) (6)
(n€u co)
Ly thuyét Thuc hanh Ly thuyét Thuc hanh
Hoat Sé Hoat S6 tiét Hoat Sé Hoat dong Sé Hoat dong S6 tiét
dong tiét dong dong tiét tiét
X - n - R
l. Tlfe.ln 1 Chuong 1: M CLO I:IQC 3 G_1Aan.g 4 . 4,5 Trén hé | 2 Al1l [4] Chuong
Bubily | \ 1.1 o vien: Nhac théng LMS: 19
thuyét 1 | hinh OSlva nha: + lai tra 1oi céc '
cac giao thirc )t:em Gl.in cac cau hoi trac
ai thiéu van nghiém 1y
giang de dé, thuyét,
1.1 Céc khéi ; dic cuon chinh. tham  gia
ket g chi + thao luén
niém co ban cac tiet. Hudn trén  didn
K kién + g dan dan.
1.2 Kién trac thitc Thuy sinh
mang — M0 trong et vién
s tam, giang thuc
hinh OSI t‘lm - hién,
1.3. Céc giao hiéu bat + Giai
, cac cau dap
thire kién hoi, céc
Chuong 2: thirc bai thac
. lién tap.+ mic
Mang LAN va quan. Nhin cla
WAN manh sinh
nhirn vién.
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2.1 Mang LAN
2.2 B6 chuén
802.3

2.3 Chuan
802.11

2.4 Céc thiét bi
nbi két LAN

2.5 Thiét ké
mang LAN, két
noi WAN.

9.
diém
chinh.
+ Néu
cac
yéu
céu
cho
bubi
hoc
sau.
Sinh
vién:
+ Hoc
o lop:
nghe
giang,
tra 101
cac
cau
hoi,
giai
cac
bai
tap
dat
ra,
ghi
cha.

Hoat
dong

sb
tidt

Hoat
dong

S tiét

Hoat
dong

Sb
tidt

Hoat dong

S
tidt

Hoat
dong

S6 tiét
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2. Tuan 2
Buoi Iy
thuyet 2

Chuong 2:
Mang LAN va
WAN
2.5 Thiet ké
mang LAN,
két ndi WAN.
Chuong 3:
Cong nghé
Ethernet
3.1 Nguyén ly
hoat dong
3.2. Céu tric
giao thirc
3.2.1 Fast
Ethernet

3.2.2 Gigabit
Ethernet.

CLO
11

Hoc

nha:
xem
bai
giang
, duc
két
cac
kién
thirc
trong
tam,
tim
hiéu
cac
kién
thirc
lién
quan.

10

Giang
vién:

Gidi
thiéu
de

cuon
g chi

tiét.

Thuy
et
giang

bat
cau
hoi,
bai
tap.+
Nhén
manh
nhiin

diém
chinh.
+ Néu
cac
yéu
cﬁu
cho
budi
hoc
sau.

4,5

Nhic
lai
cac
Vél’l
dé
chinh.

Huoén
g dan
sinh
Vién
thuc
hién.
+ Giai
dap
cac
thac
méc
cua
sinh
vién.

4,5

Trén hé
thong
LMS: tra
161 cac cau
hoi trac
nghiém ly
thuyét,
tham gia
thao luan
trén dién
dan.

All
A21

[2] Chuong 4,
5
[3] Chuong
2,3

[2] Chuong 12
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Sinh

vién:
+ Hoc
o 16p:
nghe
giang,
tra 101
cac
cau
hoi,
giai
céc
bai
tap
dat
ra,
ghi
cha.
Hoat S6 Hoat Sb tiét | Hoat S6 Hoat dong S6 | Hoat S4 tiét
dong tiét | dong dong tiét tiét | dong
3. Tuan 3 | Chuong 3: cLO1l. | Hoc |10 | Giang | 4 + 4,5 | Trén hé 2 All [2] Chuong
Budi I N . 1 .CLO|¢ vién: Nhac thong A21 |12,13,14
thuyét):; Cong nghe 1.2 nha: + lai LMS: tra
Ethernet xem Gidi céc 101 céc cau
3.2.2 Gigabit ba thicu van hoi trac
Ethernet. giang de dé, nghiém ly
Churong 4: , diic cuon chinh. thuyét,_
i ket g chi + tham gia
INTERNET cac tiét. Hudn thao luan
PROTQCOL kién + g dan trén dién
4.1 Kién truc thirc Thuy sinh dan.
TCP/IP trong &t vién
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4.2 Cac giao
thire
4.2.1. Giao
thae TCP
4.2.2. Giao
thirc UDP

4.2.3. Giao
thue IP

Bai tap nhom
trién khai giai
phé&p an ninh ,
ha téng va dich
vu mang

tam,
tim
hiéu
cac
kién
thirc
lién

quan.

giang

bat
cau
hoi,
bai
tap.+
Nhén
manh
nhirn

diém
chinh.
+ Néu
cac
yéu
cﬁu
cho
budi
hoc
sau.
Sinh
vién:
+ Hoc
o 16p:
nghe
giang,
tra 101
cac
cau
hoi,
giai
cac

thuc
hién.
+ Giai
dap
cac
thic
mic
cua
sinh
vién.
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bai

tap
dat
ra,
ghi
chu.
Hoat S(f) Hoat Sb tiét | Hoat Scf) Hoat dong Sc‘:) Hoat S6 tiét
dong tiet | dong dong tict tiet | dong
4. Tuan 4 | Chuong 4: cLoO1. | Hoc 10 | Giang | 4 |+ 4,5 Trén h¢ 2 All [1] Chuong 1,
Budily | INTERNET |1 CLO|® vién: Nhac thong Al2 |2
thuyét4 | PROTOCOL | 1.2, nha: * lai LMS: tra [2] Chuong 2
CLO Xem Gi6i cac 10 cac cau
424 Giao 21 bf‘ali thiéu Vé.l’l hé@ trac
thite giang de dé, nghiém ly
ICMP , duc cuon chinh. thuyét_,
425.Gico iy g ch - tham giz
thite cac tiét. Huon thao lgifln
ARP kién + g dan trén dién
4.3 Céc tmg thirc ‘A’I'huy 5|_r]h dan.
dung trong et 7 Vvién
Internetl t\a m, slang thyc
p tim + hién.
Chuong 5: hi,éu Dfit + Giai
ROUTING cac Cau dap
PROTOCOL RIP - kién hoi, Cac
5.1 Nguyén Iy thite bai thic
' tim lién tap.+ mac
dudng quan. Nhan C}ia
cho goi manh sinh
tin trén nhiin vien.
g
mang .2
5.2. Static diém
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Routing chinh.
5.3.Dynamic + Néu
Routing cac
protocol yéu
5.3.1RIP cau
5.3.2 OSPF cho
Chuong 6: budi
TCP/UDP hoc
an IV sau.
6.1 Nguyén ly Sinh
hoat dong vién:
6.2. Cdu trac + Hoc
o lop:
giao thirc nghe
6.2.1 TCP glang,
tra 101
cau
hoi,
giai
cac
bai
tap
dat
ra,
ghi
cha.
Hoat Sb Hoat Sb tiét | Hoat Sé Hoat dong S6 | Hoat S6 tiét
dong tiét | dong dong tiét tiét | dong
5.Tuan5 | Chuong 7: CcLO1. |Hoc |10 |Giang |4 * |45 |Trén  hé |2 All | [1] Chuong I,
Budily | Cacdichvu |1 cLO|O vién: Nhac théng LMS: Al2 |2
thuyét 5 | mang 12, nha: + lai tra 101 céc [2] Chuong 2
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71
BOOTP/DHC
P

7.2DNS

7.3 SMTP
7.4 HTTP
75FTP

7.6 TELNET
7.7 SNMP

CLO
2.1

xem
bai
giang
, dac
két
cac
kién
thire
trong
tam,
tim
hiéu
cac
kién
thire
lién
quan.

Gidi
thiéu
dé
cuon
g chi
tiét.

Thuy
et
giang

bat
cau
hoi,
bai
tap.+
Nhén
manh
nhiin

diém
chinh.
+ Néu
cac
yéu
cau
cho
budi
hoc
sau.
Sinh
vién:
+ Hoc

cac
Vén
deé
chinh.

Hudn
g dan
sinh
vién
thuc
hién.
+ Giai
dap
cac
thic
mac
cua
sinh
vién.

cau hoi tric
nghiém ly
thuyét,
tham  gia
thao luén
trén  dién
dan.
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o lop:

nghe
giang,
tra 101
cac
cau
hoi,
giai
cac
bai
tap
dat
ra,
ghi
cha.
Hoat S0 | Hoat Sb tiét | Hoat S0 Hoat S6 tiét Hoat | Sb tiét
dong tiét | dong dong tiét dong dong
6. Tuan 6 Chuong 8: cLO1. | Hoc 10 | Giang | 4 + 45 | Trén 2 Al.l [1 Chuong 3
Budily |Mang VPN & |1, CLO o vién: Nhac hé A2.1 [2] Chuong
thuyét 6 | IPSec 1.2, nha: + lai théng 10
8.1Csckhai | CLO -~ |xem aii cac LMS: [3] Chuong 6
A - | 21,CL al thicu van tra 101
niém giao thirc 022 giang s a8 cAc
PPP/SLIP , duc cuon chinh cau hoi
8.2 Giao thirc két g chi , trc
duong ham cac tiét. + nghié
8.3. Mang kién + Huon m ly
VPN & IPSec thic Thuy g dan thuyét,
Chuong 8: trong & sinh tham
p tam, glang vien gia
Co ché NAT fim + thyre thio
9.1 Coche hiéu Pit hién. lun
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hoat dong
9.2 Phén loai
NAT

9.2.1 Static
NAT

9.2.2
Dynamic NAT

cac
kién
thirc
lién

quan.

cau
hoi,
bai
tap.

+
Nhéin
manh
nhtin
9.
diém
chinh.
+ Néu
cac
yéu
cﬁu
cho
bubi
hoc
sau.
Sinh
vién:
+ Hoc
o 16p:
nghe
giang,
tra 101
cac
cau
hoi,
giai
cac
bai
tap

Giai
dap
cac
thic
mic
cua
sinh

vién.

trén
dién
dan.
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dat

ra,
ghi
cha.
Hoat s§ | Hoat sétiét | Hoat 1 g8 | Hoat Sétiét | Hoat | Sé tiét
dong tiét | dong dong tiét dong dong
7. Tuan 7 | Chuong 6: CLO1. |Hoc |g |Giang |4 + 45 | Trén 2 All [1] Chuong 4
Budily |Gi6ithieuvé |1,CLO |& vién: Nhic hé A2.1 | [2] Chuong
thuyét 7 | an ninh mang | 1.2, nha: + lai tﬁéng 15
10.1 Mé& héa CLO2. | xem Gioi cac LMS:
10.2Mahoa | 1,CLO | bai thigu van tra 10i
dbi ximg 2.2, giang deé deé cac
10.3 Méa hoa CLO3. |.,duc cuon chinh cau hoi
bat dbi xtng 1,CLO két g chi : tric
10.4 Firewall |32 Céc tiét. + nghié
10.5 Web, kién + Huon m ly
Email Security thirc Thuy g dan thuyét,
trong et sinh tham
tam, giang vién gia
tim + thue thao
hiéu Dit hién. ludn
céc cau + trén
kién hoi, Giai dién
thirc bai dap dan.
lién tap.+ cac
quan. Nhén thac
manh mac
nhitn cua
g sinh
diém vién.
chinh.
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+ Néu
cac
yéu
cau
cho
budi
hoc
sau.
Sinh
vién:
+ Hoc
o 16p:
nghe
giang,
tra 101
cac
cau
héi,
giai
cac
bai
tap
dat
ra,
ghi
chu.
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9.  Quy dinh ctia mo6n hoc

- Sinh vién khong ndp bai tap va bao cao dung thoi han dugce coi nhu khdng ndp bai
- Sinh vién ving 20% s budi hoc tré 1én khong duoc phép du thi giira ky

- Sinh vién khong tham gia dién dan trén LMS khéng c6 diém qua trinh

TRUONG KHOA GIANG VIEN BIEN SOAN
(Ky va ghi r6 ho tén) (Ky va ghi ro ho tén)
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