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BO GIAO DUC VA PAO TAO

MINISTRY OF EDUCATION AND TRAINING

TRUONG PAI HOC MO THANH PHO HO CHI MINH

HO CHI MINH CITY OPEN UNIVERSITY

PE CUONG MON HQC
COURSE SPECIFICATION

I.  Thoéng tin tong quat - General information

1. Tén moén hoc tiéng Viét/ Course title in Vietnamese: An Toan Hé Théng Thong

Tin

Ma moén hoc/Course code: ITEC3412

1. Tén moén hoc tiéng Anh/ Course title in English: Information System Security

2. Phuong thirc gidang day/Mode of delivery:

Truc tiép/FTF O Tryc tuyén/Online O

3. Ngbn ngir giang day/Language(s) for instruction:

Tiéng Anh/English [ Ca hai/Both

Tiéng Viét/Vietnamese L

4. Thudc khéi kién thuc/ky ning/ Knowledge/Skills:

[0  Gido duc dai cuong/General

[0 Kién thic co sé/Foundation

0 Kién thirc nganh/Discipline

nghi¢p/Graduation thesis
5. S tin chi/Credits

Két hop/Blended

Kién thirc chuyén nganh/Major

O Kién thirc bo trg/Additional

O Pd an/Khoa luan tdt

Tong so/Total Ly thuyét/Theory | Thyc hanh/Practice S6 glost;i(}jl;)d Self-
03 02 01 60

6. Phu trach mon hoc-Administration of the course

o o T o

Phong lam viéc/Room: 604

Khoa/Ban/Bo mén/Faculty/Division: Cong nghé thong tin
Giang vién/Academics: ThS. Luu Quang Phuong

Dia chi email lién h¢/Email: phuong.lg@ou.edu.vn

Il. Théng tin vé mdn hoc-Course overview

1. M0 ta mon hoc



Mon hoc niy cung cap kién thirc vé nguyén 1y va k¥ thuat an toan hé thong thong tin, phat
hién va phong chéng xAm nhap mang, bao toan dit liéu méy tinh c4 nhan va hé théng mang,
Sau khi hoc xong mon nay, sinh vién c6 thé hiéu duoc tam quan trong cta van dé an

toan dir li€u. Sinh vién c6 kha nang thiét 1ap, bao tri, bdo mat hé théng thong tin.

2. Mbn hoc diéu kién/Requirements:

STT/No. Moén hoc diéu kién/ Requirements Ma mon hoc/Code
1. M6n tién quyét/Pre-requisites
2. Mo6n hoc trudce/Preceding courses
Mang may tinh ITEC2503
K§ thuat Lp trinh ITEC1504
3. Mo6n hoc song hanh/Co-courses

3. Muc ti€u mon hoc/Course objectives

Muc tiéu q
mon hoc/ A . CDR CTDT phéan b cho

Course Mo ta - Description mon hoc - PLOs
objectives

~  Cung cap cho ngudi hoc tAm quan trong vé
van dé an toan va bao mat thong tin, cac
kién thirc lién quan nhu thuat toan ma hoa,
CO1 cac giai phap an ninh cho cac Gng dung
mang, phuong phap xac thuc nguoi dung,
giadi phap an ninh mang, an toan co s¢ dir
liéu va truyén dwr 1i€u trén mang.

PLO05.3

—  Cung cap cho ngudi hoc ki ning ap dung
duogc cac thuat toan vao viéc ma hoa, giai
ma dir liéu. C6 kha nang cai dat, cAu hinh,
ma hoa, cai dit xac thuc nguoi st dung
trén hé théng, phat hién va dé phong su
tham nhép cua cac phﬁn mém doc hai tur
internet. Trién khai duoc hé théng an toan
thong tin cho doanh nghiép

PLO05.3
CO2

- Rén luyén cho nguodi hoc kha nang tu
hoc, tw tham khao tai liéu, c6 tinh than lam

CO3 viéc nghiém tac, co kha nang giai quyet PLO13.1 PLO13.2 PLO13.3
van dé doc lap. ’

~  C6 nhan thirc vé van dé bao mat thong tin
va an toan dir li€u

4.  Chuan dau ra (CDR) mon hoc — Course learning outcomes (CLOSs)



Hoc xong mon hoc nay, sinh vién c6 kha nang

Muc tiéu mon CDBR mon hoc
hoc/Course cLO ' Mo ta CBR -Description
objectives ( )

—  Trinh bay duoc tam quan trong vé van dé an toan
va bao mat thong tin, nguyén nhan din dén viéc
mat an toan mang may tinh. Trinh bay duoc vai tro
cua ma hoa dir li¢u trong an toan thong tin va
truyén dit liéu trén mang, dic diém va thuat todn
clia mot sb giao thirc ma hoa pho bién.

CLO 11

CO1

- Trinh bay dugc gidi phap an ninh cho cac tng dung
mang, cac hinh thire xac thue nguoi su dung may
tinh, tim quan trong cua van dé an toan co so dir
li¢u va mot so k¥ thuat bao toan dir lidu.

CLO 1.2

- Ap dung dugc céc thuat todn vao viéc ma hoa, giai
CLO 21 ma dir liéu. C6 kha nang cai dat, cau hinh, ma hoéa
co so dir liéu cuc bo.

— C6 kha ning cai dat, cau hinh xac thuc ngudi st

dung trén h¢ thdng. Ki nang nhan dang, phat hién
CLO 2.2 va dé phong su tham nhap cua cac phan mém doc
hai tir internet. Ap dung rrién khai duoc hé thong
an toan thong tin cho doanh nghiép

CO2

~  Nhan thte tim quan trong cta van dé bao mat
thong tin. C6 kha ning ty hoc va nghién ctru dé
nang cao kién thirc va k¥ ning, tiép can cac cong
nghé maoi

CO3 CLO 31

Ma trdn tich hop gitta chuan dau ra ciia mén hoc va chuin dau ra cta chuong trinh
dao tao (Chi danh s tir mirc 3 (d4p umg trung binh) tro 1én)

CLOs PLOG6.6 | PLO12.1 | PLO12.2 | PLO12.3
CLO 11 3
CLO 1.2 3
CLO 21 5
CLO 2.2 4 3
CLO 3.1 3 3 3

1: Khong dap ving 4: Padp iing nhiéu

2: It dap vng 5: Pap ung rat nhiéu

3: Pap ung trung binh

5. Hoc liéu — Textbooks and materials

a. Giao trinh-Textbooks




[1] William Stallings, Cryptography and Network Security: Principles and Practice,
Pearson, 2017.

b.  Tai liéu tham khdo (liét ké 16i da 3 tai liéu tham khao)/Other materials
[2] Chuck Easttom, Modern Cryptography: Applied Mathematics for Encryption and

Information Security, McGraw-Hill Education, 2016.

C.  Phan mém/Software
Microsoft Windows Server, Linux

Microsoft Windows 7, Windows8, Windows 10
Firewall software, Monitoring software

6. Danh gia mon hoc/Student assessment

Thanh phan danh | Bai danh gia Thoi diém 9 16 %

gi&/Type of Assessment Assemment | CBR mon hoc/CLOs Y e 70

. Weight %
assessment methods time
) B O3] 3) (4)
Tong cong

Al. Panh gia Gitra ki CLO1.1, CLO 1.2,
oitra ky/ Mid- | Y CLO2.1, CLO 2.2 40%
term assessment | Tong cong 20%
A2. Panh gia A2.1 Cudi ki CLO1.1, CLO1.2, 60%
cudi ky /End-of- CLO2.1,CLO 2.2
course Tong cong 60%
assessment
Tong cong/Total Tong cong 100%

a) Hinh thirc — Noi dung — Thoi luwong cia cac bai danh gid/Assessment format, content
and time:
Phuong phap danh gia A.1.1. Kiém tra trén may
- Hinh thtrc: Kiém tra trén may
- Noi dung: Ap dung kién thirc, ki nang mén hoc
- Thoi luwgng: 90 phut
Phuong phéap dénh gia A.2.1. Kiém tra tu luan/trac nghiém
- Hinh thirc: Kiém tra trac nghiém/tu luan trén gidy
- Noi dung: Ap dung noi dung kién thirc, ki nang ctiia mon hoc
- Thoi lugng: 90 phut
Cong cu danh gia: Rubrics

b)  Rubrics (bang tiéu chi danh gia)




Trong

Trung

Tiéu chi danh gia CLO i Gibdi | Kha Yéu
0 binh
100%
1.1 22.5% 2 cau 5 cau 2 cau
1.2 22.5% | 2cau | 2céu 4 cau 1céu
2.1 25% | 2cau | 4cau 3 cau 1céu
2.2 15% | 1céu | 2céu 2 cau 1céu
3.1 15% 2 cau 3 cau 1céu




7. Ké hoach giang day (Ty 18 truc tuyén [Hudng ddn: tong sé gio triec tuyén/tong sé gio hoc])Teaching schedule:

Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi A Tu hoc/Self-stud s 1 s paTia
. CDR mon whoc/se y - P : X - P : X Bai danh gia | vatai liéu
hoc Noi dung Ly thuyét/Theory Thuc hanh/Practice Ly thuyét/Theory Thuc hanh/Practice :
hoc Student tham khao
Week Content 35 K
Section CLOs ) 0 ) . X . X . X . assessment Textboo_ S
Hoat dong | gio Hoat dong | SO giod | Hoatdong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
) 2) (©)] 4) ®) (6) 0] 8 ©) (10)
Chuong 1: | CLO 1.1 Giang Giang [1] Chuong
Téne quan vién: vién: 1
&d + Gidi + Néu
vé an toan thi¢u dé uy dinh
+ Hoc & : ? yh i
hé théng nha: cuong op hoc
i ' bai chi tiét. + Gi6i
théng tin Xem bal + Thuyeét thiéu
. Sk gidng phong
cac kién A1
guan th cau hai, +Demo
1 trong ue 05 bai tap. 4,5 hudng 45 A2.1
; trong X x
clla an Am. 4 + Nhan dan cach
A h"’?ﬁ“’ |’m manh lam cac
toa}n he kfu cac nhiing bai can
thong ﬂi‘?ﬂ ia diém thuc
thang e fien chinh. hanh
tin auan. + Neéu T Giai
. cac yéu thich va
1.2 Khéi ey !
_ , cau cho minh hoa
niém vé budi hoc cach lam
an toan sau. bai madi




Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi N CDR mon | Tw hoc/Self-study , : : —— Baidénhgia | va tailibu
hoc Noi dung Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thuc hanh/Practice "
hoc Student tham khao
Week Content L 38 Textbook
Section CLOs A 0 . . . . . L . . .| assessment extbooks
Hoat dong | gio | Hoatdong | So gio | Hoatdong | SO gio | Hoat dong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) (©) (6) (@) (8) 9) (10)
may . * Horo
tinh Sinh sinh vién
vién: khi thuc
1.3 Khai +Hoc & hanh
niém ve 16p:
an toan nghe Sinh
giang, vién:
man, ; \
i & tra 1o1 + Lam
may C4c cau hét bai
tinh. hoi, giai tap cti
1.4 Cac méi cac bai +Poc
de doa tap da.t truocA ly ’
an toan ra, ghi thuyét co
. cha. lién quan
h¢ thong +Hoc & bai méi
théng nha: xem +Tu lam
tin bg} cac ckl)al
LA 1ang, tap dua
1.5 Cac yéu glang, A 2
\ y duc ket trén cac
cau bao céc kién demo
mat h¢ thirc mau va
thong. trong ly thuyet
1.6 Céc tam, tim dahoc
R hiéu cac +Trén hé
nguyel? kién thirc thong
tac thict LMS:




Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi N CDR mon | Twhoc/Self-study , , , —— Baidénhgia | va tailibu
hoc Noi dung Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thuc hanh/Practice "
hoc Student tham khao
Week Content CLO 38 Textbook
Section S A 0 . . . . . L . . .| assessment extbooks
Hoat dong | gio | Hoatdong | SO gio | Hoatdong | SO gio | Hoatdong | SO gio | Hoatdong | So gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) ) (6) (@) (8) 9) (10)
ké an lién nop hbéi
. guan. tap, tham
ninh co A 1A T
) +Trén hé gia tra 101
ban thong cac cau
L7 LMS: tra hoi (néu
Chién loi  cac c0), tham
lugc an cau hoi gia Ccéac
ninh tréc. dién dan
may n,ghlemA theAlo
. 1y thuyét, luan.
tinh .
tham gia
thao luan
trén dién
dan.
CLO 1.1 | +Hoco Giang Giang [1] Chuong
Chuong 2: nha: vién: vién: 1
) ' xem bai + Gidi + Dan [1] Chuong
Cac giang, thiéu de nhap 2
phuong dac két cuong + Stra
2 phap ma cackién | 20 chi tiét. 4,5 bai cli 4,5
héa :hlrc + :Fhuyet ;;] ,G;‘al \
L rong giang ich va
2.1 M4 hoa tam, tim + Dat minh hoa
doi hiéu céc cau hoi, cach 1am
xung kién bai tap. bai mdi




Hoat dong day va hoc/Teaching and learning

Tubn/budi Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) . | Tai liéu chinh
.. CPRmén | Tuhoc/Self-study — - : — : : Bai dénh gia | va tai lidu
hoc Noi dung hoc Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thyc hanh/Practice Student tham khao
S\c/a\gi?:n Content CLOs ) Sé ) . ) . X . X . assessment Textbool_<s
Hoat dong | gio Hoat dong | SO gio | Hoat dong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) ©) (6) (@) (8) 9) (10)
2.1.1 Gidi thire lién + Nhan + HO tro
thicu quan. manh sin.h vién
i nhiing khi thuc
2.1.2 Mat diém hanh
ma chinh.
khéi + Néu Sinh
2.1.3 Mat C@C yeu vien:
o cau cho + Lam
ma budi hoc hét bai
luong sau. tap cil
2.2 Xac +Doc
thue Sinh trude Iy
h; vién: thuyét co
thong +Hoc & lién quan
di¢p 16p: bai méi
va nghe +Trén hé
ham giéng‘, thdng
bam tra 101 LMS:
) cac cau nop bai
2.2.1 Xac hoi, gii tap, tham
thuc cac bai gia tra 101
str tap dat cac cau
ra, ghi hoéi (néu
dl{ng cha. cd), tham
ma +Hoc & gia cac
hoa nha: xem
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Hoat dong day va hoc/Teaching and learning

Tuin/budi Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
uan’buor . CDRmén | Tu hoc/Self-study , ) , : Baidanh gia | va tai lieu
hoc Noi dung hoc Ly thuyet/Theory Thuc hanh/Practice Ly thuyéet/Theory Thuc hanh/Practice Student tham khao
Sw‘i?k Content CLOs 86 ; . . . assessment Textbooks
ection Hoat dong | gio | Hoatdong | So gio | Hoatdong | SO gio | Hoat dong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) () _(6) (@) (8) 9) (10)
déi bai dﬁ@n ldf‘m
. giang, thao luan
xun . LA
,g duc ket
2.2.2 Xac cac kién
thuc thure
thong trong
diép e i
Kho hiéu cac
ong kién thirc
ma lién
hoa quan.
2.2.3 Bio +Trén he
At thong
ma‘ LMS: tra
vol 161 cac
ham cau hoi
bam tréﬁm
. nghiém
2.2.4 Céc B
) 1y thuyét,
ung tham gia
dung thdo luan
khac trén dién
clia dan.
ham

bam
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Hoat dong day va hoc/Teaching and learning

Tubn/budi Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
N CPRmén | Tuhoc/Self-study — - ) — : : Bai danh gia | va tai liéu
hoc Noi dung Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thuc hanh/Practice i
hoc Student tham khéo
Week Content S8 K
Section CLOs A 0 ) . A . . L . . .| assessment | Textbooks
Hoat dong | gio | Hoatdong | So gio | Hoatdong | SO gio | Hoat dong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
()] ) (©)] 4) ®) (6) @) 8 ©) (10)
Dé tai nhém
trien  khai
giai phap an
ninh, an
toan va bao
mat hé
thong thong
tin
2.4.1.Ung |CLO1l.1 Gis Gis [1] Chuong
~ 1an 1an
2323Mi |.CLO12 7 1ang lang 2
, , + Hoc & vién: vién:
hoa khoal nha: + Gigi + Din
cong khai xem bai thi¢u de nhap
2.3.1 giéng’ cuong + Stra
Kién tric duc két chi tiét. bai cli
2.3.2 Ung cac kién + Thuyét + Giai
3 dung thire 15 | 8ang 45 thichva |,
233 Yau trong + Dat minh hoa
NV tam, tim cdu hoi, cach lam
cau doi voi hiéu cac bai tap. bai méi
ma héa kién + Nhan + Ho trg
khoa cong thic lién manh sinh vién
khai quan. nhiing khi thuc
2.3.4 Céc d;:’;ff;] hanh
thuat toan chinn.
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Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi N CDR mon | Twhoc/Self-study , , , —— Baidénhgia | va tailibu
hoc Noi dung Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thuc hanh/Practice "
hoc Student tham khao
Week Content L 38 Textbook
Section CLOs A 0 . . . . . L . . .| assessment extbooks
Hoat dong | gio | Hoatdong | SO gio | Hoatdong | SO gio | Hoatdong | SO gio | Hoatdong | So gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) ©) _(6) (@) (8) 9) (10)
mé hoa + Néu Sinh
khoa cong cac yéu vién:
ra ciucho + Lim
2.4 Chir ky uoTHoC Aet al
R , Sau. tap cu
SO va quan + Poc
ly khoa Sinh trude Iy
y
2.4.1 Chir vién: thuyeét co
ky sb +Hoc & lien quan
2.4.2 16p: bai méi
Gidy ching ngﬁhe +l;ren hé
nhan con slans, thong
an cong tré 10 LMS:
khai c4c cau nop bai
2.4.3Trao hoi, gidi tap, tham
doi khéa cac bai gia trd 1o
trong ma tap dat cac cau
hoa khoa I‘I?], ,ghl h(,)l g]neu
codng khai chu.— C(.))' t am
2 4.4 Da + Hoc ¢ gla cac
0 DOng nha: xem dién dan
goi chir ky bai théo
8O giang, luén.
2.5 Random duc ket
and cac kién
Pseudorand thire
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Tuan/budi
hoc
Week
Section

Noi dung
Content

CDBbR mo6n
hoc
CLOs

Hoat dong day va hoc/Teaching and learning

Tu hoc/Self-study

Tryc tiép/FTF

Tryc tuyén (néu c¢6)/Online (if any)

Ly thuyét/Theory

Thuc hanh/Practice

Ly thuyét/Theory Thuc hanh/Practice

Hoat dong
Activity

S6
gio
Perio
ds

Hoat dong
Activity

Hoat dong
Activity

S gio
Periods

S gio
Periods

S gio
Periods

Hoat dong
Activity

S gio
Periods

Hoat dong
Activity

Bai danh gia
Student
assessment

Tai liéu chinh
va tai liéu
tham khao
Textbooks

and materials

1)

(2)

(©)

(4)

®)

(6)

() (8)

(©)

(10)

om
Numbers

trong
tam, tim
hiéu cac
kién thirc
lién
quan.
+Trén hé
théng
LMS: tra
loi  cac
cau hoi
tric
nghi¢m
1y thuyét,
tham gia
thao luan
trén dién
dan.

Chuong 3:
Xac thuc
nguoi dung
3.1 Nguyén
tic x4c
thuc

CLO1.1
,CLO
1.2, CLO
2.1

+ Hoc ¢
nha:
xem bai
giang,
duc két
cac kién
thure
trong

10

Giang
vién:

+ G161
thiéu dé
cuong
chi tiét.
+ Thuyét
giang

+ Dén
nhép

+ Stra
bai cli

+ Giai
thich va
minh hoa

[1] Chuong
2
[1] Chuong
3
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Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi N CDR mén | Tuhoc/Self-study , : , —— Baidanhgid | va tai licu
WhOC Noi dung hoc Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thyc hanh/Practice Student tham khao
e?k Content CLOs So assessment Textbooks
Section A P A O A FEPR A T A T .
Hoat dong | gio Hoat dong | SO gio | Hoat dong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
()] ) (©)] 4) ®) (6) @) 8 ©) (10)
3.1.1 Mé tam, tim + Dat cach lam
hinh xéac hiéu cac cau hoi, bai méi
thuc kién bai tap. + HOb tro
3.1.2 Cac thirc lién + Nhan sinh vién
cach xac quan. manh khi thuc
thuc nhirng hanh
3.1.3 diém
banh gia chinh. Sinh
rui ro trong + Néu vién:
xac thuc cac yéu + Lam
3.2 Xac cau cho hét bai
thuc mat budi hoc tap cl
khéu sau. + Poc
3.21 trudgc ly
Piém yéu Sinh thuyét c6
clia mat vién: lién quan
khau +Hoc & bai méi
3.2.2 Mat 16p: +Trén hé
khau bam nghe thong
3.3 Xé&c giang, LMS:
thuc dung tra 101 ndp bai
thé cac cau tap, tham
3.3.1 héi, giai gia tra 101
Memory cac bai cac cau
Cards tap dit héi (néu
c6), tham
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Hoat dong day va hoc/Teaching and learning
Tudn/budi . CBRman | Tu hoo/Self-study | : Truc tiep/FTF | . | Tmi tuyén (néu c6)/Online ‘(1f any) . Bii dinh i Tavlahtzlil ﬁg;nh
hoc Noi dung hoc Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thyc hanh/Practice Student tham khao
Week Content ; Z
Section CLOs ) S.Q ) . ) . X . X . assessment Textbool_<s
Hoat dong | gio Hoat dong | SO gio | Hoat dong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity Periods | Activity Periods | Activity Periods
ds
()] ) (©)] 4) ®) (6) @) 8 ©) (10)

3.3.2 ra, ghi gia Ccéac
Smart cha. dién dan
Cards + Hoc & thao luan

3.3.3 nha: xem
Electronic bai
Identify giang,
Cards duc két
3.4 Xac cac kién
thure sinh thire
hoc trong
3.5 Xéac tam, tim
thuc nguoi hiéu cac
dung tir xa kién thirc
3.6 Céc van lién
dé an ninh quan.
trong xac +Trén hé
thuc nguoi thong
dung LMS: tra
Chuong 4: 161 cac
An toan co cau hoi
sO dir liu tric
4.1 Sy can nghiém
thiét an ly thuyét,
toan dir tham gia
liéu thao luan
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Hoat dong day va hoc/Teaching and learning

Tubn/budi Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) . | Tai liéu chinh
hoc Noi dun CPR mon | Twhoc/Self-study ' A 5 . , X \ . Bai danh gia va tai liéu
0 0 g hoc Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thyc hanh/Practice Student tham khao
Week Content i z
Section CLOs ) S0 . . . . . L . . .| assessment | Textbooks
Hoat dong | gio | Hoatdong | SO gio | Hoatdong | SO gio | Hoatdong | SO gid | Hoatdong | SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) 6 _ (6) (@) (8) 9) (10)
trén dién
dan.
Chuong 4: | CLOL1 Giang + Dan [1] Chuong
An toan co | :CLO vién: nhap 4
s¢ dit lieu | 1.2, CLO + Gi6i + Stra [1] Chuong
47 He 2.1 thiu dé bai cii >
thong .quén \ crong M ,Giéi 5
+ Hoc & chi tiet. thich va
ly CSDL nha: + Thuyét minh hoa
4.3 SQL xem bai giang cach lam
njection giang, + bat bai moi
4.4 Phan duc két cau hai, + HO tro
T cac kién bai tap. sinh vién
5 quyén thirc 10 | +Nhan khi thyc
45 Ma trong manh hanh
hoa co s& tam, tim nhing
dir liéu hiéu céc diém Sinh
i kién chinh. vién:
Chuong 5: thire lién + Néu +Lam
An toan quan. cac yéu hét bai
Internet cau cho tap cu
5.1 C4c budi hoc + Poc
2 s sau. trude ly
kiéu tan thuyét co
cong trén Sinh lién quan
mang. vién: bai ma6i
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Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi sn | Tu hoc/Self-study Ai danh ei4 A tai lié
h N6i dun CBR moén ¥ o L thuvéu'Th Thuc hanh/Practi L thuvét'Th Thue hanh/Practi Bai danh gia va tai liéu
oC Q g hoc y thuy€ eory uc hanh/Practice y thuye eory uc hanh/Practice Student tham khao
Week Content ; 38 K
Section CLOs ) 0 ) . ) . X L X L assessment Textboo_s
Hoat dong | gio | Hoatdong | So gio¢ | Hoatdong | SO gio | Hoatdong | SO gio | Hoatdong | So gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
()] ) (©)] 4) ®) (6) @) 8 ©) (10)
51.1 + Hoc ¢ +Trén hé
16p: thong
TCP/IP
nghe LMS:
Attacks. giang, nép bai
5.1.2 tra 1oi tap, tham
Malicious cac cau gia tra 1oi
Code hoi, giai cac cau
£ 1 3V' céc bai hoi (néu
L OVITUS, tap dat c6), tham
- Hoat ra, ghi gia cac
dong chu. dién dan
ctiaVirus + Hoc & thao luan
nha: xem
. bai
Céc loai giang,
virus - duac ket
Phong cac kién
x . thl’I'C
chong virus
trong
tam, tim
hiéu cac
kién thirc
lién
quan.
+Trén hé
thong
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Hoat dong day va hoc/Teaching and learning

Tubn/budi Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) . | Tai liéu chinh
.. CPRmén | Tuhoc/Self-study — - : — : : Bai dénh gia | va tai lidu
hoc Noi dung hoc Ly thuyet/Theory Thuc hanh/Practice Ly thuyéet/Theory Thuc hanh/Practice Student tham khao
S\c/a\gi?:n Content CLOs ) Sé ) . ) . X . X . assessment Textbool_<s
Hoat dong | gio | Hoatdong | So gio¢ | Hoatdong | SO gio | Hoatdong | SO gio | Hoatdong | So gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) (©) (6) (@) (8) 9) (10)
LMS: tra
loi  cac
cau hoi
trac
nghi¢m
1y thuyét,
tham gia
thao luan
trén dién
dan.
ChlIO’Ilg 5: CLO1.1 Giéng + Dén [2] Chu’0‘ng
An toan CLO +Hoc ¢ vién: nhép 14, 15, 16,
| 1.2, CLO | pa. + Gidi + Sua 17
nternet 21.CLO .. A X oo
\ ' xem bai thi¢u de bai cii
5.2 Bao 2.2 giéng, cuong + Giai
mat thu duc két chi tiét. thich va
dién tir cac kién + Thuyét minh hoa
A trong + Dat bai méi
mat IP. tam, tim cau hoi, + H) tro
5.4 Bao hidu cac bai tap. sinh vién
mat Web. kién + Nhén khi thuc
5.5 Béo thtrc lién manh hanh
mat mang quan. nhiing
khong day diém Sinh
Chuong 6: chinh. vién:
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Hoat dong day va hoc/Teaching and learning

Tubn/budi Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) . | Tai liéu chinh
.. CPRmén | Tuhoc/Self-study — - : — : : Bai dénh gia | va tai lidu
hoc Noi dung hoc Ly thuyet/Theory Thuc hanh/Practice Ly thuyéet/Theory Thuc hanh/Practice Student tham khao
S\c/a\gi?:n Content CLOs ) Sé ) . ) . X . X . assessment Textbool_<s
Hoat dong | gio Hoat dong | SO gio | Hoat dong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
1) ) @) (4) ©) (6) (@) (8) 9) (10)
An toan + Néu + Lam
mang may cac yéu hét bai
tinh cau cho tap cii
6.1 Gisi budi hoc + Poc
thiéu an sau. truoci ly ’
) thuyét co
toan mang Sinh lién quan
may tinh vién: bai maéi
+ Hoc & +Trén hé
16p: thng
nghe LMS:
giang, ndop bai
tra 101 tap, tham
cac cau gia tra 101
hoi, giai cac cau
cac bai héi (néu
tap dat c6), tham
ra, ghi gia céac
chu. dién dan
+ Hoc ¢ thao luan
nha: xem
bai
giang,
duc két
cac kién
thirc
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Tuan/budi
hoc
Week
Section

Noi dung
Content

CDBbR mo6n
hoc
CLOs

Hoat dong day va hoc/Teaching and learning

Tu hoc/Self-study

Tryc tiép/FTF

Tryc tuyén (néu c¢6)/Online (if any)

Ly thuyét/Theory

Thuc hanh/Practice

Ly thuyét/Theory

Thuc hanh/Practice

Hoat dong
Activity

S6
gio
Perio
ds

Hoat dong
Activity

Hoat dong
Activity

S gio
Periods

S gio
Periods

Hoat dong
Activity

S gio
Periods

Hoat dong
Activity

S gio
Periods

Bai danh gia
Student
assessment

Tai liéu chinh
va tai liéu
tham khao
Textbooks

and materials

1)

(2)

(©)

(4)

®)

(6)

()

(8)

(©)

(10)

trong
tam, tim
hiéu cac
kién thirc
lién
quan.
+Trén hé
théng
LMS: tra
loi  cac
cau hoi
tric
nghi¢m
1y thuyét,
tham gia
thao luan
trén dién
dan.

Chuong 6:
An toan
mang may
tinh
6.2 Firewall
6.3 VPN

6.4 VLAN

CLO1.1,
CLO1.2,
CLO2.1,
CLO2.2,
CLO3.1,
CLO3.2

+ Hoc ¢
nha:
xem bai
giang,
duc két
cac kién
thure
trong

05

Giang
vién:

+ G161
thiéu dé
cuong
chi tiét.
+ Thuyét
giang

+ Dén
nhép

+ Stra
bai cli

+ Giai
thich va
minh hoa

[[2]
Chuong
19,20
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Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi N CPRmon | Tu hoc/Self-study — ‘ : — ‘ —— Baidanhgia | va tailidu
hoc Noi dung hoc Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thyc hanh/Practice Student tham khao
Week Content z
Section CLOs ) S.Q ) . ) . X . X . assessment Textbool_<s
Hoat dong | gio Hoat dong | SO gio | Hoat dong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
()] ) (©)] 4) ®) (6) @) 8 ©) (10)
6.5 NAT tam, tim + Dat cach lam
hiéu cac cau hoi, bai méi
kién bai tap. + HOb tro
thirc lién + Nhan sinh vién
guan. manh khi thuc
nhirng hanh
diém
chinh. Sinh
+ Néu vién:
cac yéu + Lam
cau cho hét bai
budi hoc tap cl
sau. + Doc
trudgc ly
Sinh thuyét c6
vién: lién quan
+ Hoc & bai mdi
16p: +Trén hé¢
nghe thong
giang, LMS:
tra 101 ndp bai
cac cau tap, tham
héi, giai gia tra 101
cac bai cac cau
tap dat héi (néu
c6), tham
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Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/budi N CDR mon | Twhoc/Self-study , , , —— Baidénhgia | va tailibu
hoc Noi dung Ly thuyét/Theory Thyc hanh/Practice Ly thuyét/Theory Thuc hanh/Practice "
hoc Student tham khao
Week Content L 38 Textbook
Section CLOs A 0 . . . . . L . . .| assessment extbooks
Hoat dong | gio Hoat dong | SO gio | Hoat dong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
()] ) (©)] 4) ) _(6) @) 8 ©) (10)
ra, ghi gia cac
chu. dién dan
+ Hoc & thao luan
nha: xem
bai
giang,
duc két
cac kién
thire
trong
tam, tim

hiéu cac
kién thirc
lién
quan.
+Trén hé
thong
LMS: tra
loi  cac
cau hoi
tric
nghiém
ly thuyét,
tham gia
thao luan
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Hoat dong day va hoc/Teaching and learning

Y Tryc tiép/FTF Tryc tuyén (néu c¢6)/Online (if any) Tai liéu chinh
Tuan/buoi N CPRmon | Twhoc/Self-study , ; , —— Baidinhgid | vatai lidu
hoc Noi dung h Ly thuyet/Theory Thuc hanh/Practice Ly thuyet/Theory Thuc hanh/Practice Student tham khs
Week Content o Z a 40
Secti CLOs S6 ; . . . assessment Textbooks
ection Hoat dong | gio Hoat dong | SO gio | Hoat dong | SO gio | Hoatdong | SO gio | Hoat dong SO gio and materials
Activity | Perio | Activity | Periods | Activity | Periods | Activity | Periods | Activity Periods
ds
) 2 @) (4) 6 _ (6) (U] (8) 9) (10)
trén dién
dan.
Tong cong/Total 75 30 30
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8.  Ma tran tich hop giita chuan dau ra ctia mon hoc va phuong phép giang day — phwong phap danh gia
Tuan/budi Hinh thire dav h
hoc Noi dung CDBR mon hoc - H;\_ ue d a,lly Q_C Hinh thirc danh gia
ing an rnin
Week Content CLOs eaching and fearning Student assessment
_ methods
Section
(1) (2) (3) (4) (5)
Nhan thirc tim quan trong
Tong quan an toan thong tin. ctia an toan hé thong thong
Cac méi de doa an toan hé théng tin, an toan mang may tinh.
thong tin. Trinh bay duoc ce}c moi de o
. ) doa an toan hé thong thong | GV dién giang, SV nghe
1 Cac Yéu cau bao mﬁt hé théng tin’ blén phép ngan ngfl‘a va gléﬂg, tra 101 cau hoi, thao

Céc nguyén tic thiét ké an ninh co
ban. Chién lugc an ninh may tinh

cac yéu cau bao mat an
toan hé théng. Cac nguyén
tic thiét ké an ninh co ban.
Chién lugc an ninh may
tinh

luan nhom.




25

Céc phuong phap ma hoa

M4 hda dbi ximg.

Xac thuc théng diép va ham bam.
Xéc thuc sir dung ma hoa d6i xtimg
X&c thyc théng diép khéng mé hoa
Bao mat vai ham bam

Trinh bay dugc va van
dung dugc cac phuong
ph&p mé& hda trong an toan
thong tin, ma hoa dbi
xtng: Mat mé don/da ki
tu, bang, khéi, mat ma
ludng. Trinh bay duoc van
dung xéc thuc thong diép
st dung khoa cac thuat
toan ma ddi xtng, ham
bam va cac ung dung khac

Giang day 1y thuyét, thuc
hanh, bai tdp nhém

Kién trdc, tng dung ma héa khoa
cong khai.

Céc thuat toan méa hoa khoa cong
khai.

Chix ky sb va quan Iy khéa

Chir ky s. Chang nhan cong khai
Trao doi khoa trong ma hoa khoa
cong khai

Trinh bay dugc kién trdc,
ung dung méa hoa khoa
cong khai. Van dung cac
thuat toan ma hda khoa
cong khai trong ma hoa,
xac thuc. Trinh bay duoc
chit ky s6 va quan ly khoa
trong chir ky s6, Giay
chung nhan céng khai
Trao doi khoa trong ma
hoa khoa cong khai

Giang day 1y thuyét, thuc
hanh, bai tdp nhém

Xac thyc nguoi ding: Nguyén tic
xac thuc, mo hinh xac thuce, cac
cach xéc thuc: mat khau, bam

, Smart cards

Trinh bay, van dung cac
nguyén tic, mo hinh xac
thuce, cac cach xac thuc
dung mat khéu, bam
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Xac thuc sinh hoc va xac thuc
nguoi dung tur xa
An toan co s& dir liéu

, Smart Cards, Electronic
Identify Cards. Cac
phuong phap xéc thyc sinh
trac hoc, xac thuc ngudi
dung tir xa

Hé thong quan Iy CSDL

Phéan quyén, mi hoa co so dit liéu
Céc kiéu tan cong trén mang.
TCP/IP Attacks, Malicious Code,
hoat dong ctiaVirus, cac loai virus,
phong chdng virus

Trinh bay dugc va van dung
phan quyén, ma héa co s&
dit liéu, cac mdi de doa va
an toan trén Internet. Cac
kiéu tn cong trén mang va
cac bién phap ngan chan,
phong chéng: TCP/IP
Attacks, Malicious Code,
Virus va phong chdng virus

An toan Internet. Bao mat thu dién
tu, IP, Web, mang khong day

MBS ta duoc cac mdi de doa
va trién khai An toan bao
mat thu dién tu, IP,
Website, mang khéqg day

Gi6i thiéu An toan mang may tinh
Firewall, VPN, VLAN, NAT

Nhan thtrc va hiéu tam
quan trong cua An toan
mang may tinh. Hiéu va
trién khai hé théng an toan
théng tin, Firewall, VPN,
VLAN, NAT
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9.  Quy dinh cua mon hoc/Course policy

- Sinh vién khong ndp bai tap va bao cao dung thoi han dugc coi nhu khong ndp bai
- Sinh vién ving 20% s6 budi hoc tré 1én khong duge phép du thi giita ky

- Sinh vién khong tham gia dién dan trén LMS khong c6 diém qué trinh

TRUONG KHOA/BAN CO BAN Giang vién bién soan
DEAN OF THE FACULTY ACADEMIC
(Ky va ghi r6 ho tén-Signed with fullname) (Ky va ghi r6 ho tén- Signed with fullname)



