BO GIAO DUC VA BPAO TAO
TRUONG PAI HOC MO THANH PHO HO CHi MINH

PE CUONG MON HQC
1. THONG TIN VE MON HOC
1.1. Tén mén hoc: AN TOAN HE THONG THONG TIN
1.2. Tén tiéng Anh: INFORMATION SYSTEM SECURITY
1.3. M4 mén hogc: ITEC3412
1.4. Khoa/Ban phu trach: Cong ngh¢ Thong tin
1.5. S tin chi: 03 (02 LT, 01 TH)

2. MO TA MON HOQC

Moén hoc nay cung cap kién thirc vé nguyén 1y va k¥ thuét an toan hé thong thong
tin, phat hién va phong chong xdm nhap mang, bao toan dir liéu may tinh ca nhan va hé
théng mang.

3. MUC TIEU MON HQC

3.1. Muc tiéu chung

Sau khi hoc xong chuwong nay, sinh vién c6 thé hiéu duoc tim quan trong cia van

dé an toan dit liéu va c6 kha ning thiét 1ap, bao tri, bao mat hé thong thong tin.

3.2. Muc tiéu cu thé:

3.2.1. Kién thirc:

~ Trinh bay dugc tam quan trong vé van dé an toan va bao mat thong tin.

~ Giai thich duoc nguyén nhan din dén viéc tan cong mang may tinh

~ Trinh bay duoc vai tro ciia mé hoa dit liéu trong an toan thong tin va truyén di
liéu trén mang

- Trinh bay dugc dac diém va thuat toan ctia mot sd giao thirc ma hoa phé bién

~ Trinh bay dugc tAm quan trong va giai phap an ninh cho cac tng dung mang

- Trinh bay dugc cac hinh thirc xac thuc nguoi st dung may tinh

— Hiéu duoc tAm quan trong cua van dé an toan co s& dit liéu va mot sb k¥ thuat
bao toan liéu

3.2.2. Ky nang

- Ap dung duogc cac thuat toan vao viéc ma hoa, giai ma dir li¢u.

- C6 kha nang cai dat, c4u hinh, sao luu, phuc hoi dit liéu trén may tinh

- Co6 kha nang cai dat, cAu hinh, m3 hoa béo toan co s& dit liéu cuc bd va dién toan
dam may.

- (6 kha nang cai dat, cdu hinh x4c thyc nguoi st dung trén hé thong

~ C6 kha ning nhan dang, phat hién va dé phong su thAm nhép cua cac phan mém
doc hai tir internet.

3.2.3. Thdi do



C6 kha nang tu hoc, tu tham khao tai liéu

Co tinh than 1am viéc nghiém thc, trung thyec.

C6 kha ning giai quyét vin dé doc lap.
Hinh thanh nhan thac vé vin dé bao mat thong tin va an toan dir liéu

4. NQI DUNG MON HQC

STT

Tén chuwong

Muc, tiéu muc

S6 tiét

TC

LT

TH

Tai liéu
tu hoc

Téng quan vé
an toan Hé
thong thong tin

1.1 Tam quan trong cta an
toan hé théng thong tin
1.2 Khéi niém vé an toan may
tinh.

1.3 Khai niém Ve an toan
mang may tinh.

1.4 Cac mbi de doa an toan hé
thdng thong tin

1.5 Céc yéu cau bao mat hé
thong.

1.6 Cac nguyén tac thiét ké an
ninh co ban

1.7 Chién lugc an ninh may
tinh

4

4

0

[1] Chuong 1

Céc cong cu
ma hoa

2.1 Mi hoa ddi xing
2.1.1 Mi hoa ddi xung
2.1.2 Mat ma khéi
2.1.3 Mat ma ludng
2.2 Xac thyc thong diép va
ham bam
2.2.1 Xac thuc sir dung ma
hoa ddi xung
2.2.2 Xac thuc thong diép
khong ma hoa
2.2.3 Bao mat vai ham bam
2.2.4 Cac ung dung khac
caa ham bam
2.3 Ma hoéa khoa cong khai
2.3.1 Kién truc
2.3.2 Ung dung
2.3.3 Yéu cau dbi voi ma
hoa khoa cong khai
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10

[1] Chuong 2




STT

Tén chuwong

Muc, tiéu muc

S6 tiét

TC

LT

TH

Tai li€u
tu hoc

2.3.4 Céac thuat toan ma hoa
khoa cong khai
2.4 Chit ky sé va quan Iy
khoa
2.4.1 Chit ky s6
2.4.2 Giay ching nhan cong
khai
2.4.3 Trao d6i khoa trong
ma hoa khoa cong khai
2.4.4 Pong goi chir ky sb
2.5 Random and
Pseudorandom
Numbers

Xéc thuc nguoi
dung

3.1 Nguyén tic xac thuc
3.1.1 Mo hinh xac thuc
3.1.2 Cac cach xac thuc
3.1.3 Banh gia rui ro trong

xac thuc

3.2 Xac thuc mat khau
3.2.1 Piém yéu ciia mat

khau
3.2.2 Mat khau bam

3.3 Xéc thuc dung thé
3.3.1 Memory Cards
3.3.2 Smart Cards
3.3.3 Electronic Identify

Cards

3.4 Xéc thyc sinh hoc

3.5 Xac thuc nguoi dung tur
Xa

3.6 Cac van d& an ninh trong

xac thuc nguodi dung

[1] Chuong 3

An toan co so&
dir liéu

4.1 Sy can thiét an toan dir
liéu

4.2 Hé théng quan 1y CSDL

4.3 Co s¢ dix liéu quan hé

4.4 SQL injection

4.5 Piéu khién truy cap dir
liu

4.6 Ma hoa co so dix liéu

10

[1] Chuong 5




STT

Tén chuwong

Muc, tiéu muc

S6 tiét

Tai lidu

TC

LT

TH tw hgc

4.7 An toan dit lién trong dién
todn ddm may

An toan
Internet

5.1 Céc kiéu tin cong trén
mang.

5.1.1 TCP/IP Attacks.

5.1.2 Malicious Code.

5.1.3 Virus
- Hoat dong cuaVirus
- Céc loai virus
- Phong chdng virus

5.2 Bao mat thu dién tr

5.3 Bao mat IP.

5.4 Bao mat Web.

5.5 Bao mat mang khong day

10

5 | [2] Chuong
14, 15, 16, 17

An toan mang
may tinh

6.1 Giai thiéu

6.2 Firewall

6.3 VPN

6.4 VLAN

6.5 NAT

6.6 Media security

6.7 IDS/IPS

6.8 Network security policy

10

5 | [2] Chuong
19, 20

Ghi chui: TC: Téng sé tiét; LT: Ly thuyét; BT: Bdi tdp; TH: Thuee hanh.

5. TAI LIEU THAM KHAO

5.1. Tai liéu chinh

[1] William Stallings, Computer Security Principles and Practice, Pearson,
2015.

5.2. Tai li€éu tham khao

[2] William Stallings, Cryptography and Network Security: Principles and
Practice, Pearson , 2017.

[3] Chuck Easttom, Modern Cryptography: Applied Mathematics for
Encryption and Information Security, McGraw-Hill Education, 2016.

6. PANH GIA KET QUA HQC TAP

STT Hinh thirc danh gia Trong sb
1 Thi giira ky (thi thuc hanh) 30%
2 Thi cubi ky 70%




7. KE HOACH GIANG DAY

STT | Budihoc Noi dung

1 Budi 1 Chuong 1: (4 tiét)
Chuong 2. Muc 1 ( 0,5 tiét)

2 Budi 2 Chuong 2: Muc 2.2 -2.4 (4,5 tiét)

3 Budi 3 Chuong 2: Muc 2.5 -2.6 (3 tiét)
Chuong 3. Muyc 3.1 -3.2 (1.5 tiét)

4 Budi 4 Chuong 3: Muc 3.3 — 3.5 (1.5 tiét)
Chuong 4. Muc 4.1 — 3.4 (3 tiét)

5 Budi 5 Chuong 4. Muyc 4.5 — 4.7 (2 tiét)
Chuong 5. Muc 5.1 (2,5 tiét)

6 Budi 6 Chuong 5. Muyc 5.2 — 5.5 (2.5 tiét)
Chuong 6. Muc 6.1 — 6.3 (2 tiét)

7 Buoi 7 Chuong 6. Muc 6.4 — 6.8 (3 tiét)

TRUONG KHOA
(di ky)
TS. Lé Xuan Trudong




