BO GIAO DUC VA BPAO TAO
TRUONG PAI HOC MO TP. HO CHi MINH

PE CUONG MON HQC
1. THONG TIN VE MON HQC
1.1 Tén mén hoc: AN TOAN VA BAO MAT THONG TIN
Ma MH: ITEC4406
1.2 Khoa/Ban phu trach: Cong Nghé Thong Tin
1.3 S6 tin chi: 03 (02 LT, 01 TH)

2. MO TA MON HOQC
Cung cép nhitng kién thirc co ban vé an toan va bao mat thong tin trén hé thong may
tinh bao gdm kién thirc vé mat ma va an toan trén mang Internet.
3. MUC TIEU MON HQC
3.1. Muc tiéu chung
Hudng sinh vién vao mot linh vuc khoa hoc méi — An toan Thong tin va co6 du
kién thirc xay dung mot hé thong thong tin an toan mot cac hiéu qua.
3.2. Muc tiéu cu thé:
—  Piéu kién tién quyét: Mang may tinh (hoan chinh), toan logic, lap trinh C/C++.
— Cacyéu cau khac: Hé PH Linux va 1ap trinh trén Linux.
4. NOI DUNG MON HOC

. S6 tiét Tai li¢u
STT Tén chwong Muc, ti€éu muc )
TC |LT |BT |TH tu hoc
1. | Chuong 1: Tam 1.1. Tai sao? 2 2 [1]
quan trong cua 1.2.  An toan théng
BMTT trén HTTT tin la gi?
(2 tiét) 1.3. Tinh ch4t ctia hé
thong thong tin.
1.4. Céac muc ATTT.
1.5. Mot s6 khai niém
co ban vé ATTT.
2. | Chuong 2: 2.1 Vai tro cla mat ma | 13 | 8 0 5 [1]
Céc hé mat ma (8 | trong BMTT.
tiét) 2.1.1 Mat ma la gi.
2.1.2 Mat ma — mot
phin quan trong
trong ATTT.
2.1.3 Vai tro cua mat
ma.
2.14 MO hinh s
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Tai liéu
tu hoc

dung mat ma trén

Internet.

2.2 Mat ma dbi xing.

2.2.1. Dinh nghia
mat ma déi xung. Mot
s6 hé mat ddi xung cd
dién.

2.22: MO ta hoat
dong HE mat DES.

2.2.3 Céc h¢ mat déi
xtng hién dai.

2.3 Hé mat bat ddi xung.

2.3.1. RSA (Revest —
Sammer — Anderman).

2.3.2. Thuat gidi
Diffie-Hellman.

2.4 Ham bam mét chiéu
(One Way Hash
function).

2.4.1. Khai niém.

2.4.2. SHA-1
(Secure Hash
Algorithm).

2.43. Mot s6 ham
bam khac.

2.5 Chir ky s6 (Digital
signature).

2.5.1 Khai niém vé
chir ky sb.

2.52. Thuat giai
RSA trong vai tro chir
ky sb.

2.54. Thuat giai
DSA — Chuan chit ky
50.

2.5.5. Chuyén giao
dwr 1iéu nho RSA.

Chuong 3
Ha tang kién trac

3.1 Khai niém.
3.2 CA — Certificate
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khéa cbng khai
(PKI)

Authorities.

3.3 RAs and LRAs.

3.3.1  Registration
authority (RA).

3.3.2 Local
registration authority
(LRA).

3.4 Certificates (Chung
chi).

3.4.1 Noi dung cua
ching chi - chuan x-
509.

34.2 Certificate
Policies.

3.4.3 Certificate
Practice  Statements.

3.4.4 Thu héi / huy
chung chi (Certificate
Revocation).

3.5 M6 hinh uy quyén
(Trust Models).

3.5.1 Hierarchical.

3.5.2 Bridge.

3.5.3 Mesh.

3.5.4 Hybrit.

Chuong 4:
Bao mat thong tin
trén internet

4.1 Ha ting mang va
nhing diém yéu.

4.1.1 Chuan OSI va
TCP/IP.

4.1.2 M6 hinh OSI
va truyén thong gitra hai
may.

4.1.3 TCP/IP model.

4.1.4 MO hinh OSI
va TCP/IP.

4.1.5 Bong goi trong
TCP/IP.

4.2  Protocols  and
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Services.

4.2.1 Ports.

422 TCP Three -
Way — Handshake.

4.2.3. Application
Programming
Interfaces (API).
4.3 Céac diém yéu d& bi
khai thac trén mang.

4.3.1. TCP/IP
Attacks.

4.3.2. Malicious
Code.

433 Mot s6 diu
hiéu nhiém virut.

4.3.4. Hoat dong
cuaVirut.

4.3.5 Cac loai virut.

4.3.6. Social
Engineering.
4.4 Céc giao thuc bdo
mat trén mang Internet.

4.4.1 Bao mat giao
thirc PPP (Layer 2).

4.4.2 Tunneling
Protocols.

4.4.3 IPsec (Layer
3).

4.4.4 Secure Shell
(SSH) (Layer 4).

445 HTTP/S — on
top of SSH (Layer 4,5).

446 Bao mat E-
Mail (Layer 5).
4.5 Bao mat Wireless

network.

45.1 Wireless
Applications  Protocol
(WAP).
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45.2 Wireless
Transport Layer
Security (WTLYS).

4.5.3 WEP/WAP.

4.5.4 Cac diém yéu
trén Wireless.

5. | Chuong 5: Chinh
sach an toan va
bdo mat thong tin
trong doanh
nghiép

5.1 Quan ly cac chinh | 5 5 0

sach

5.1.1 Muc dich.

5.1.2 Mot sb chinh
sach quan trong.

5.2. Quan ly rui ro
trong HTTT.

53. Quan ly chat
luong ATTT va ISO
17799/27001.

[1]

Ghi chl: TC: Tong sé tiét; LT: Ly thuyét; BT: Bai tdp; TH: Thue hanh.

5. TAI LIEU THAM KHAO

5.1. Tailiéu chinh:

[1]. Schou Corey, Shoemaker Dan, Information Assurance for the Enterprise: A
roadmap to information security, McGraw Hill, 2007.

5.2. Tai li¢u tham khdo: )
[2]. Nguyeén Xuan Tung, Bao mdt thong tin: mo hinh va ung dung, NXB Thong

ké, 2007.

[3]. Nguyén yan Khoa, Lé Thanh Tuén, L Pinh Théi, Bdo mdt va cdc ky thuat
bao vé hé thong may tinh, NXB Giao thong van tai, 2006.

6. PANH GIA KET QUA HQC TAP

70%)

STT Piém thanh phan Ti lé %
1 Kiém tra giita ky 40%
2 Thi cubi ky cudi ky 60%

Piém tong két mén hoc
(Piém kiém tra giita ky * 30% + Diém thi cudi ky * 100%




7. KE HOACH GIANG DAY
7.1. K&é hoach giang day 16p ngay

STT | Budihoc Néi dung Ghi chd

1. | Budi 1 Chuong 1: TAm quan trong ctia | Phan néi dung buéi hoc can ghi ro:
BMTT trén HTTT ~Néi dung gidng day (t6m tdt hodc
Chuong 2: Cac h¢ mat ma tidu dé);

2. | Buoi2 Chuong 2: Cac h¢ mat ma ~ Bai tdp (néu cd);

Buoi 3 Chuong 3: Ha tang kién tric | _ Kiém tra (néu cd);

khoa cong khai (PKI) - Di thuee té (néu co).

4. | Bubi 4 Chuong 3: Ha tang kién trac
khoa cong khai (PKI)

5. | Budi 5 Chuong 4: Bao mat thong tin
trén internet

6. | Budi 6 Chuong 5: Chinh séch an toan
va bao mat thong tin trong
doanh nghiép

7. | Bubi7 Chuong 5: Chinh sach an toan
va bao mat thong tin trong
doanh nghiép

7.2. K& hoach giing day 16p tdi

STT | Budi hoc Noi dung Ghi cha
1. | Budi 1 Chuong 1(2,0 tiét) — Tam quan trong cia BMTT trén

HTTT

Chuong 2(1,0 tiét) — Cac hé mat ma

2. | Budi2 Chuong 2 (3,0 tiét) — Cac hé mat ma

. | Budi 3 Chuong 2 (3,0 tiét) — Cac hé mat ma

4. | Budi 4 Chuong 2 (1,0 tiét) — Cac hé mat ma

Chuong 3(2,0 tiét) — Ha tang kién trac khoa cong khai

(PKI)

5. | Budi 5 Chuong 3(3,0 tiét) — Ha ting kién tric khoa cong khai

(PKI)

Budi 6 Chuong 4 (3,0 tiét) — Bao mat thong tin trén internet

7. | Budi7 Chuong 4(2,0 tiét) — B4o mat thong tin trén internet

Chuong 4(1,0 tiét) — Bai tap

8. | Bubi 8 Chuong 4(3,0 tiét) — Bai tap

9. | Bubi9 Chuong 4(1,0 tiét) — Bai tap

Chuong 5(2,0 tiét) — Chinh sach an toan va bao mat




STT | Budi hoc Noi dung Ghi chii
thong tin trong doanh nghiép
10.| Bu6i 10 | Chuong 5(3,0 tiét) — Chinh sach an toan va bao mat

thong tin trong doanh nghiép

KT. KHOA TRUONG
PHO TRUONG KHOA
(Ky va ghi ro ho tén)

TS. Lé Xuan Trudong




